Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



1/8 




FIG. 1 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



2/8 



Enterprises A 
and B 



102 



Packet FonA/arding Device 



Line Card 



106 



Controller 



102 



Packet 
Forwarding 
Devices 1 04 and 
106 



142 



>04 



Network Manager 



FIG. 2 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



3/8 



302 



306 



202 



304 



Line Card 



130 



Port 
Interface 



I 



Memory 



Classifier Data 



Policy Data 



Card Statistics 



Forwarding Data 



Data 
Processor 



308 




22 
24 
26 
28 



Port 
Interface 



M2 



I 



Controller 
Interface 



;10 



206 



FIG. 3 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



4/8 



402 



404 



302 



130 



Physical 
Port 



Data 
Processor 



I 



Memory 



Classifier Engine 



Forwarding Data 



406 
422 
424 



Port Interface 



410 



I 



Line Card 
Interface 



408 



206 



FIG. 4 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



5/8 



504 



206 



502 



204 



Processor 



Line Card 
Interface 



510 



I 



1 



Memory 



Policy Engine 



Billing Engine 



Packet 
Forwarding 
Protocols 



Statistics 



User Interface 



506 






20 
22 

24 

26 
28 



Controller 



Network 
Management 
Interface 



508 



142 



FIG. 5 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



6/8 



600- 



Policy Table 



604 



1. 



606 



5 



608 



1. 



610 



1. 



612 



5 1 



614 



616 



1. 



Traffic 
Source 


Traffic 
Destination 


Traffic 
Adnnission 


Service 
Grade 


Time 


Authorization 


Billing 
Party 


Billing 
Mechanism 


A 


Any 


Any 


General 


Any 


None 


A 


Decrement 
prepaid general 
account 


A 


Any 


Any 


Premium 


Any 


None 


A 


Increment 

premium 

account 


A 


Any 


Priority 


General 


Any 


None 


A 


Increment 
priority account 


Any 


C 


Any 


General 


8am-6pm 
weekdays 


None 


C 


Increment 
general 
account 


Any 


C 


Any 


General 


Any 


C 


C 


Increment 
general 
account 


B 


D 


Any 


General 


Any 


None 


D 


Decrement 
prepaid 
account 


B 


Any 


Any 


General 


Any 


None 


D 


Increment 
general 
account 


B 


Any 


Any 


Premium 


Any 


D 


D 


Increment 
premium 
account 



620 



622 



624 



626 



628 



630 



632 



634 



FIG. 6 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



700 



7/8 



706 



Return 
Failure 



Receive, authenticate, and 
authorize an incoming packet. 



702 




704 





Yes 


Apply policy precedence rules if 
multiple policy hits are obtained 
to determine billing party. 






Set up billing per policy. 






FoHA/ard packet to next 
downstream node. 







End 



708 



710 



712 



FIG. 7 Intermediate Interface 



Serial No. 09/895,766 
Group Art Unit: 2664 
REPLACEMENT SHEET 



800 



J06 



Return 
Failure 



8/8 



Receive, authenticate, and 
authorize an incoming packet. 



802 




804 



Apply policy precedence rules if 
multiple policy hits are obtained 
to determine billing party. 



808 




Set up billing per policy. 




f 


Return approval message or 
forward packet. 


1 





J24 



End 



FIG. 8 Terminating Interface 



